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Who is a 3rd party?
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Titelmasterformat durch Klicken bearbeiten

3rd party/vendor management is a capability 
that enables an organization to:

G) reliably achieve objectives 
R) while addressing uncertainty and 
C) act with integrity

in and across it’s 3rd party relationships.

GRC Definition Adapted to 3rd Party/Vendor 
Management . . .
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Inevitability of Failure: Too Many Approaches 
Organizations are burdened by manual ad hoc processes to 
document and manage third party vendor processes.

This involves being overwhelmed with emails and 
documents — leading to, in varying degrees…

 Excessive emails, documents, 
and paper trails

 Poor visibility & reporting
 Files and documents out of sync
 Wasted resources and spending 
 Overwhelming complexity
 No accountability
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Varying Levels of Vendor Management

Top-down federated 3rd party 
vendor management strategy 
across the entire organization.Enterprise 

Division or business unit 3rd

party vendor management 
strategy

3rd party vendor management 
being done at a department, 
function, or process level

Department
Function
Process

3rd party vendors managed in 
context of a specific risk, 
regulation, or issue area

Risk
Regulation

Issue

Division 
Business Unit 
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What is Your Approach to Vendor Management?

 An integrated approach that balances vendor 
management centralization with distributed 
participation and collaboration

Federated Vendor Party Management

 Disconnected departments managing vendor 
relationships in different ways with little or no 
collaboration with other departments

Distributed Vendor Party Management
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What if we could design vendor management?
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Vendor Management: a Top Down Approach 

Vendor Management Strategy

Vendor Management Technology

Vendor Management Information

Vendor Management Process
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Core Components: Vendor Risk Management Plan



10© GRC 20/20 Research, all rights reserved, www.GRC2020.com

Registration

Qualification

Contracting

Onboarding

Maintenance & 
Renewal

Manage Risk & 
Compliance

Manage 
Performance

Audit/Inspections

Issue Management 
& Resolution

Retire

Overview of a Vendor Risk Management Process
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Foundational Components: Vendor Risk Management Program
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Foundational Components: Vendor Risk Management Program
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Foundational Components: Vendor Risk Management Program
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Foundational Components: Vendor Risk Management Program
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Foundational Components: Vendor Risk Management Program
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1. Aware

 Have a finger on 
the pulse of 
business

 Watch for change 
in internal & 
external 
environment

 Turn data into 
information that 
can be, and is, 
analyzed

 Share information 
in every relevant 
direction

2. Aligned

 Support and 
inform business 
objectives

 Continuously 
align objectives 
and operations to 
risk of the entity

 Give strategic 
consideration to 
information from 
risk management 
enabling 
appropriate 
change

Maturing Vendor Risk Management Delivers Contextual Intelligence . . . 

3. Responsive

 You can’t react to 
something you 
don’t sense

 Gain greater 
awareness and 
understanding of 
information that 
drives decisions 
and actions

 Improve 
transparency, but 
also quickly cut 
through the 
morass of data to 
what you need to 
know to make the 
right decisions

4. Agile

 More than fast, 
nimble

 Being fast isn’t 
helpful if you are 
headed in the 
wrong direction. 

 Risk 
management 
enables decisions 
and actions that 
are quick, 
coordinated and 
well thought out.

 Agility allows an 
entity to use risk 
to its advantage, 
grasp strategic 
opportunities and 
be confident in its 
ability to stay on 
course.

5. Resilient

 Be able to bounce 
back quickly from 
changes in 
context and 
threats with 
limited business 
impact 

 Have sufficient 
tolerances to 
allow for some 
missteps 

 Have confidence 
necessary to 
rapidly adapt and 
respond to 
opportunities

6. Lean

 Build the muscle, 
trim the fat

 Get rid of 
expense from 
unnecessary 
duplication, 
redundancy and 
misallocation of 
resources within 
the risk 
management

 Lean the 
organization 
overall with 
enhanced 
capability and 
related decisions 
about application 
of resources
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Two Things to Note . . .

 Organizations evaluating or considering 
GRC solutions are free to ask GRC 20/20 on 
our understanding and comparison of 
solutions in the market to meet your GRC 
requirements.

 Inquiries are single focused questions that 
can be answered in under 30 minutes.

 Complimentary inquiry is only available to 
organizations evaluating or considering GRC 
solutions for their internal use.

Complimentary Inquiry

 GRC 20/20 has an extensive library of RFP 
requirements across a range of GRC 
capability areas presented in this 
presentation. 

 GRC 20/20 can be engaged in RFP 
development and support projects to 
streamline your process, gain perspectives 
learned from other organizations, and to 
keep solution providers honest in their 
responses.

RFP Development & Support
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Two More Things to Note . . .

Part 1 – Recording Part 3 – February 21, 2:00 EST

http://bit.ly/2kfcIdvhttp://bit.ly/2lJP6yu

http://bit.ly/2kfcIdv
http://bit.ly/2lJP6yu
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